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What OIGInspected

OIG inspected the Office &ire Protectionlocatec
under the Directorate of Operations, in the Bure
of Overseas Buildings Operations.

What OIG Recommends
OIG made recommendationgo the Bureau of
Overseas Buildings Operations

In its comments on the draft report, the Bureau
Overseas Buildings Operations concurred \aitt8
recommendations. OIG considers&ll
recommendations resolved. The Bureau of
Overseas Buildings Operaty & Q NI a LJ2
NEO2YYSYRIGA2YZ YR h
the Recommendations section of this report. Th
0dzNB I dzQa F2N¥IFf ¢gNRGQ
entirety in Appendix B.
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Inspection of the Bureau of Overseas Buildings
Operation<Dffice ofFire Protection

What OIG Found

1 The Office Director did not fully model the
Departmentof Stat€dda f S RSNBE KA L
managemenprinciples.

1 Overall, the office carried out its mission to
prevent firerelated fatalities and injuries. The
office reported three fatalities and five injuries
from FY 2006 to FY 2020.

1 The office lacked sufficient internal control
LINE OSRdzNB & Ay ( KiStateneh
2F 1 4adz2N>F yOS GSYLX I GS
Management Controls Checklist on fpeotection.

1 Limitations in the Bureau of Overseas Buildings
hLISNIF GA2yQa wSkf t NZPL
AYLISRSR GKS 27 fnbr@@ Qa
2OPSNESHa LadaqQ 02 VYL
its hightrise building mitigation program.

UNCLASSIFIED



UNCLASSIFIED

CONTENTS
(@0 AV I =6 PR 1
EXECUTIVE DIRECTION. ...ttt e e et e e e e e e e e et e e e e eaaneeaees 2
OPERATIONAL EFFECTIVENESS AND PROGRAM IMPLEMENTATION...................... 3
PrOGIram OVEIVIEW.. .....eeiiiiieiiiiieitt ettt e ettt e e e e e e e e e e et e e e e e e e e s s annnnnneneeeeeas 3
Fire Protection Program.............ccooeeee e B
RESOURCE MANAGEMENT ....cii ittt ettt ettt e e e s st e e e snrneeeesennnsneeee e d 8
RECOMMENDATIONS. ....coie ittt ettt ettt e st e e e s sntte e e e e e ssbaeeeesesnsbeeeeeeansseeeeeannnes 11
PRINCIPAL OFFICIALS. ...ttt e e e st e e e e et n e e e e s nnaeeeeeanns 14
APPENDIX ABJECTIVES, SCOPE, AND METHODOLOGY.....ccciceeiiieeeeiiii e 15
APPENDIX B: MANAGEMENT RESRPONSE.......cco e 17
ABBREVIATIONS ... e e e e e e e et e e e e e e e e e e et e e e eaaaaeeeaanns 22
OIG INSPECTION TEAM MEMBERS......... e 23

UNCLASSIFIED



UNCLASSIFIED

CONTEXT

The Department of State (Department) is required to establish and maintain an effective fire
protection program for its overseas operations under 29 Codeederal Regulations Parts
1910, 1926, and 1960 he Bureau of Overseas Buildings Operations jOBi@ctorate of
Operations, Office of Fire Protection (FIREBnagesand directs thigrogram, autlined in 15
Foreign Affairs Manual &M) 800. The purpose of the program is to promote safe living and
working conditions for Department employees located at overseas posts and in residences.
C L w®o@ram also protects other U.S. Government staff, contractors, and visitors located at
oversea posts.

FIRRA f SR o6& |y hT¥TTA G&ifcbnsidd EBCRiINTerviof Bmpioyeés, 12 T FA OS
personal servicesontractor, and 1 third-party contractors’ The office has three divisionsire

Protection Analysis and FielthgineerindFPADivision Fire Protection Engineeri{§PE

Division and Fire Protection Systeraad Engineerin¢gFPSDivision TheFPADivision conducts

fire and life safety evaluations, fire investigatiomsiining,andfire as a weapomnalysis® The

division als@valuates local and contract fire serndceversees the emergency incident

management and disaster respongeersight,andadministers the fire and life safety

equipment logistics program faverseas posts. Thd’EDivisioncontributes to thereview and

approval of lifesafetydesigrs and fire protection reviews of capital construction and

renovation projects for overseas pgesTheFPDivisionprovides technical expertise and
GNIAYAy3a 2y FANB FfFNY RSGSOGAZ2Y YR FANB 4&dzLJ
include conducting acceptance testing and final inspections of construction projects prior to
occuparcy.

h. hQad Cdzy QliA2yl f . d2ahBYR022ifciided tir&Haals: T2 NI C, HAMY

1 Enhance the security, safety, and functionality of facilities and residences for overseas
personnel.

1 Provide industrleading resilient facilities that represent timation and support
personnel in achieving U.S. foreign policy objectives.

1 Promote continuous improvement facilitated by a culture of optimizing people,
processes, and supporting technology resources.

1 As of FY 2020, the total Department complement includes 24,265 Foreign Service and Civil Service employees and
50,424 locally employed staff located at 284 overseas posts.

2 Personal services contractors are individuals who enter into a contract that@gnestablishes an employer
employee relationship with the Department. Thipdirty contractors are individuals hired and employed by an
independent company that has a contract with the U.S. Government; the relationship is with the independent
company andhot the employee or employees performing the services.

3The fire as a weapon program emphasizes the importance of proper controlled storage of fire accelerants and
other items that can be used as weapons of opportunity. Weapons of opportunity can ceessige damage
during attacks on U.S. embassies, consulates, and diplomatic nsission

4OBO/Functional Bureau Strategy FY2@@®211 (March 28, 2019).
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EXECUTIVE DIRECTION

The FIRE Office Directorchserved in that position sincganuar?2014. He previously served as
the Division Director of theFADivision from 2005 to 2014, and as a fire marshal in the division
from 2001to 2005.

C L wFPPERPA, and FH3vision Directorserved in their positios since 206, 2014, and 208,
respectivelyOverall,C L wtBre&e division Directors received positive rating©I1& survey
and in employee interviews

hFFAOS 5ANBOG2NI 5AR b2 CdzZ fée az2RSt (4KS 5SLJ N

OIG found that th&FIREh F FA OS 5ANBOG2NI RAR y20 FdzZ fé& Y2RS¢
management principles outlined in 3 FAM 12ZJkkpecially with regard® communication,
selfawareness, and managing conflict.OIG interviews}2 percent of FIRE staff interviewed
describedi K S R AléuBetshi2 s adifficult, specificallyd | dzii 2 ONJ G A O¢ 2 NJ

& YA ONR Y bgchuSerny @eaferred to retain control avéecisions with little input from

his staff and he often involved himselfadministrativeactivities that would be better handled

by firstline supervisorsStaff also told OIG that the Office Director tegropensity for

favoritismtoward someFIREEmployeesSome staff also said FIRE had moralebecause of

0§KS h¥T7TA Ghncéon adibidsirainiEsdessuch as not allowing overtime in situations
GgKSNBE SyYLX2eSSa FStd Al drissionahdhNIdilung o §ddress 2 Y S S
concerns about the accuracy 6ft 9 5 A éhdineér pogitiddidescriptions and grade levels,
whichthey believed weranaccurate

TheOffice Director acknowledgedo OlGthat his leadership style was difficult for sofRERE

employees He noted that a Iogstanding dispute about the accuracyioKS Ct 9 S5AQGAAA2Y
engineerposition descriptionsind grade levels haddetrimental effect onmorale’ In

addition,ah . h Qa RitReljBdrSaa af Global Talent Managemé@&TM conductedan

5 0OIG survey respondents rated the three Division Directors very good to excellent for all the 10 leadership and
YIEYylF3SYSyid LINAYyOALX S& F2dzyR AY o Cla MHmMnI &[] SFRSNAKALJ
9YLX 285543 ¢

6¢ KS 5SLJ NI YSy i Qaagémert prischBskoitiinkd iny3 RAMYLR14 include (1) model integrity, (2)

plan strategically, (3) be decisive and take responsibility, (4) communicate, (5) learn and innovate constantly, (6) be
seltaware, (7) collaborate, (8) value and develop peof@gnfanage conflict, and (10) foster resilience.

"The Office Directoalsoy 2 1 SR G KFd h. h I RRNS&aaSR GKS Ct9 SyaiAySSNEHQ
position descriptions and grade levels in previous desk audits conducted in 2010 and 2015.

8In a &Iy 16,2019,action memo to the OBO Director, the Director General of the Foreign Service and Director of

Global Talent proposed two optiots address long standing position classification iss(iB4o conduct a desk
auditandreview all position desgrtionswithin the office, or (2) to convene a working group to determine the

optimal structure and assignment of work to establish documented and valid position descriptions. In the August

2, 2019 action memo response, the OBO Director agreed to thedatiption, which resulted in th@rganizational

assessment.
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organizational assessmeint 2019° The organizational assessment focused on E&tership
issuesincluding communication, technical expert participation in the decisi@aking process,
and collaboration amonglIRHlivisions It alsofocused ora range ofadministrative issues
including the accuracy @ K S Ct 9 5 A O pasifiod geScaptioB, gtahilayd Distding
proceduresfor overtime andservicepassports fothird-party contractors

5dzNAYy 3 GKS AyalLlSOdAz2ys CLw9 o0S3Fy AYLI SYSYlAy
Fa3aSaaYSyid NBLRNI® | 2¢6SJSNE taddardioparatiyy CLw9 Qa f
procedures for overtime and obtaining service passports for thaty contractors at the time

of the inspection, OIG made recommendations to address these issues, as described in the
Operational Effectiveness and Program Implementatiod Resource Management sections of

this report.

Additionally,0OIG suggested to the Office Director thatdwtacti KS C2 NBA Iy { SNIIA O
Leadership and Management School to engage a neutralgarty facilitatorto address the

leadership, morale, and administrative issues reported by FIREIS&égreed to use these

Foreign Service Institute LeadershipdaManagement School resources to address the issues

described above.

OPERATIONAL EFFECTIVEENNESBROGRAM IMPLEMENTATION

OIG assessed FiR@perational effectiveness and program implementation by reviewing its
policies, programs, andork performed by FIRE employe€dG found FIRE generally met
Department requirements for operational program implementation, witle £xceptions noted
below.

Program Overview

Over the past 14 yearEJRE reported three fatalities and five injuri@slthough the number of
fire-related fatalities and injuries remained low, the number of fire incidents and the associated
monetary loss fluctuated over theast 6 fiscal years, ranging from 95 to 154 incidents per fiscal
year, with associated annual losses from $358,206 to $37,29118B2erall, OIG found that

FIRE carried out its mission to prevent-iedated fatalities and injurieand generallymet its
performance objectives.

Because of insufficierdtaffingand vacanciehowever,FIRE officials reported thés fire
marshaldn the FPADivisionwere unable to meet theimternal performance metric of

9D ¢ a Grganizatioral assessment of FIREs conductedrom September to December 201&nd GTMpublished
its report in May 2020.

O FIRE reported threfatalities: one locally employed staff in Islamabad in 2006, one Foreign Service officer in
Moscow in 2014, and one local contractor in Addis Ababa in 2017. FIRE also rdiperitgdries: one locally
employed staff in Islamabad in 2006, one Foreign Service officeone locally employed staff in Dhaka in 2007,
one locally employed staff in Addis Ababa in 2015, and one Foreign Service officer in Quito in 2019.

11 Of the $37,291,962 total loss, which occurred in FY 2020p#86n wasattributable to a fire at Emassy
Baghdad following a terrorist attack.
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conducting fire inspections of 13/erseas postannually Insteadfire marshalsonduced

108 inspections in 2018 and 92 inspections in 2019. In Z020narshals conducted only 21
on-site inspections because tiie COVIBL9 pandemic andravel restrictionsln response to
travel restictions FIRE switched tan alternative inspection program, which allowktility
managers angbost occupationalsafety andhealth officers to conduct inspections with the fire
marshd & Q 2 @RrduBhikhEHtern@tiveapproach FIRBversawl62 insgctionsin 2020.

From FY 2013 to FY ) FIREyenerallymet itsinternal performance objective of replacing or
upgrading three fire detection systerper yearat overseas post$iowever,n FY 2020,
because of the COWI® travelrestrictions, FIREBP Divisionemployees werable to
upgrade onlytwo fire detection systera

OfficeEngagedn DepartmentCOVIB19 Pandemidrkesponse Efforts

1'd 0KS O22NRAVYI (A Y Jto AeFCONIBLSparBeMGIFIRE plaged a IBERidgLI? V' a
NREfS Ay GKS OGAGIGAZ2Y | yR.FOmWBNIGAUGUg2020F h. h Q
CLw9 &0FFF LINPYARSR HNnkT &dzLL2NI G2 GKS hLISN
theroleofthecSy 4t SN & G SI Y & 88 RERIhrehEQdivindas serifor watch

officers. During that time, the Operations Center provided-aak information, coordination,

and field support to OBO personnel on overseas travel and OBO contractors working on
construction projects overseas. Furthermptee OBO Operations Center coordinated with the
5SLI NIYSYyGQa hLISNIGA2ya [/ SyiSNI FyBn 6KS 5ALX 2Y
Department COVH29 response efforts

As discussed abovE|RE alspesponded to the COVID9 pandemic byrovidingremote

support to overseas posts to conduct fire inspections and, in some instances, to repair fire
systems. In addition, FIRE developed guidance for overseas posts on critical activities to be
performedduring the pandemiincluding daily fire alarm cheskweekly fire pump and fire
controller checks, and weeklyalk-throughs of functional building spaces.

Fire Protection Program

5SLI NI YSyiaQa ! yydz f Ldcket Suficrest yhierna? Gontroldu@dized y O S
on Fire Protection

OIG foundt KS 5 S LI NI YSagrieftdf AdsufayiadgBdA used by chiefs of mission

(COM lacked sufficient internal contrgdrocedures on fire protectiof? In accordance witt2

FAM 022.1the Secretary provides an annugDAto the President and Congress on the

adequacy of management controBepartment standards i@ FAM 022.7(53tate thateach

COM completesn SOAhat issubmittedto regional bureaus for consolidated reporting to the
SecretaryEvery yearCOMs are required to attest i K S STFFSOGA OSy System 2 F (K¢

2y Cla nHM®0X a5STFAYAGA2YaTé W Cla nunRXI al!yydzZf al yl 3¢
A0F08YSyG 2F | aadaNg yéé 201064 6KSGKSNI GKS 2NBFYATFGAR2Y
O2YLX ASa 6AGK GKS D2OSNYYSy(l ! 002dzyiloAtAde hFFAOSQA &
ISRI-21-22 4
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of managementand internalcontrol.l® The Bureau of the Comptroller and GloBatancial
Servicegprovides detailed guidancand templatesannually to COMs and overseas psistff to
help them fulfill this critical responsibility.

Specifically, OIG found no requirement for COMs to attest or certify in the aG@ihat their
postshad an effective fire protection prograrm addition, thetemplatesin Annex lof the SOA
required COMs to attest to the effectiveness of eight facility management progranteobet
were related tothe fire protection program. Furthermore, OIG found thiag¢ fire protection
programwas not listed among the Z&ternal controlprogransin the SOAMlanagement
Controls ChecklisOIG noted thredire-related itemson the checklist butound no items
focused on the fire protection program. The most promingetit dDoes every post residence
KI ¢S dzal 6t S | yR &ltTasorsadish@rif R h Sty Healttydhd SEA G & K é
environmentalmanagemenfprogram.The other twdfire-related itens were listed under the
management and diplomatic and regiorsgcurity programs, respectivelyIRE official®old
OIGthey did not recall having input into the annuaDAtemplates or the Management

Controk Checklistand theyacknowledged the need tdo soto improveoverseapostL)
compliance with Department firprotection standardsThe lack of COMAssurancethat
missionsare complying with fire protection program requirements creates an internal control
weakness and couliticrease the risk of fires and expose staff to unsafe facilities.

Recommendation 1The Bureau of Overseas Buildings Operations, in coordination with the
Bureau othe Comptroller and Global Financial Services, should incorpardtee Annual
Statement of Assurance templatas attestationrequiringoverseas postto have an

effective fre protection programthat compieswith all applicabldDepartmentstandards
(Action:OBQ in coordination with CGFS)

Recommendation 2The Bureau of Overseas Buildings Operations, in coordination with the

Bureau of the Comptroller and Global Financial Servatesyld update and include fire
LINPGSOGAZ2Y LINRPINIY AYOGSNYIEf O2y(GNRBf LINPE OSRdzN
Checklist(Action:OBQ in coordination with CGFS)

Low Participation in Fire Prevention Trainirag Overseas Postdindered theEffectiveness of
the FireProtection Program

OIG found that low participation in fire prevention trainiagjoverseas postsinderedthe
effectiveness o€ L w 9 Q atectoh pidgranJNdcording ta cable sent to all overseas poéts,
often fewer than 2(percentof personnel assigned to poattend fire prevention traininép
provided by fire marshals during theiisits Ofparticularconcern to FIRE officials was the low

By Cla nHnRX a!yydzf alylF3aSyYySyd ! aadaNIyOS t NRBOSaadé

h LIS NI (Mag24,2018.

B5dzNAYy 3 FANB yR tAFS alFSae @grarda G2 20SNBSHa LkRrada:z
handson fire extinguisher training. The fire prevention lectures are designed to help staff recognize fire hazards

and learn fie survival techniques, while the handa extinguisher training affords staff the opportunity to use
portable fire extinguishers to put out a live fire.

ISRI-21-22 5
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participation rate ofAmericanemployeesdespite statistics showing that 61 percent of fires

occurred intheseS Y LJ 2 eessdSnke®verthe last Syears. According to 15 FAM 813.4a, the
principalofficer has overall responsibility for the safety and health of post employees and must

ensure thehighest staff participation in the fire prevention training. Additionally, all employees

under COMauthority must make attendance a priority. FIRE officials told OIG that, because the
training was not mandatory and overseas posts did not always makedattexe a priority, staff
participation wassubstantially belowC L w9 Qa4 RS&AANBR 3J21f 2F dn LISND
makingfire preventiontraining mandatoryFIREs unable to achieve its goal of 90 percent

participation

Recommendation 3The Bureau of Overseas Buildrn@perationshould implement a plan
toincreasd YSNA Ol y PRavtitiffatb@ i fedp@tection trainingt overseas posts
(Action: OBO)

BureauReal Property Application Limitationgnpededthe OfficeQ Ability to Fully Monitor
Overseas PostEomplianceNith the High-Rise Building Mitigation Program

OIG found thatimitationsinh . h Q& wSI f t NI (RBAdatdbaserhgededCQ Iwid Q& Y
FoAEAGe G2 FdzZ f & Y2 yckWith MiuPe@SNBEAR highridelBuiding Q O2 Y LI
mitigation programt’ Specifically, the RPA did not include data fields and related reports that
would allow FIRE to determine whether a residential unit or functional space was in-ad&gh
building. Accorahg to 15 FAM 813.7b, occupying higher floors in buildings above 75 feet
presents an increased risk of injury or death due to the time it takes to evacuate the facility

from higher floors. For this reason, U.S. building and fire codes mandate prescomgiageires

for these buildings to ensure the occupants can safely vacate the premises in the event of a fire
For highrise propertieghat overseas posts wish to lease but thatmlat meetsome or all U.S.
building and fire codes, FIRE issaanitigation étter with specific measures to address

identified deficiencies in accordance with 15 FAM 813%&hile FIRE officials told OIG that

the office had fire safety mitigation letters on filer 1,723buildings because othe RPA a
limitations, itwas unabé to determine the totaluniverseof buildings thaimight be subject to

the standards in 15 FAM 813.7&lthoughOBO planned to enhance RPA, the bureau had not
defined requirements to identifhighriseresidential units and functional space in the

databa®. Without a function in RPA to identify all property located in higte buildingsFIRE
cannotdeterminewhat properties are subject to mandated prescriptive measures as noted

above to ensure occupants can safely vacate the building in the everiiref a

¥¢KS h.h wSFf tNRLSNI& ! LIWXAOIGAR2Y A& GKS 5&nndenili YSYy G Q&
leased andowned real property overseas. It was designed to support local planning, operation, management, and
control of U.S. Governmeifteld property abroad.

17 Department standards in 15 FAM 813.7 details requirements for acquiring high risergroHighrise buildings
are buildings with an occupied floor more than 75 feet above the lowest level of fire department vehicle access.

18|f an overseas post cannot find properties that meet U.S building and fire codes or the minimal equivalency
standads listed 15 FAM 813.7c, the chiefroission or the deputy chief @hission may make an informed decision

to lease the property even though it does not meet standards. In that situation, the overseas post must coordinate
its decision with FIRE, which gtovide the overseas post with uniir property-specific mitigation measures and
assistance in appropriate documentation of the lease file.

ISRI-21-22 6
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Recommendation 4The Bureau of Overseas Buildings Operations shuooltify the Real
Property Application database to identify residential umitel functional spacestated in
high-rise buildings. (Action: OBO)

Lack of Service Passports fonird-Party ContractorsAffected Operational Effectiveness

OIG foundhat alack of service passpottfor C L wiQ @igd-party contractors which would
allow them to carry work tooland fire system repair parthrough foreign customsaffected
operational effectivenes® C L w Bir@-gartylicontractorssometimeswere subjected to
increased scrutiny from local customs and immigration officials whereting on their tourist
passportsFor example2 Y S 2 ¥ Gpany@oftéactadls Was Ndained for several hours
when hos government authorities discoverdtandtools and electronic detection and testing
equipment n his luggage, while in another instance, samfi@isequipment was seizedrIRE
reported that obtaining a business visa from the host country has not prevehtes issues.

According to 8 FAM 5034, a service passport may be issued to a-pensonal service
contractor traveling abroad to carry out duties in support of and pursuant to a contract with the
U.S. Government when necessary to enable the indalittucarry out their contractual
obligations.Guidance fronthe Bureau oflonsularAffairs (CAfurther statesthat a
Governmentofficial requesting a service passport for a thgarty contractor must

demonstrate what impedimentprevent the contractor from meeting their contractual
obligationswhenusing aregularpassport?* CArecommendghat most third-party contractors
should continue to travel on tourist passportdRE first triedo obtaina service passport foa
third-party contractor in 201,/but CA denied theequest becausé determined thatC L w9 Q a
justification wadnsufficient At the time ofthe inspection, FIRE had not further defined courses
of action to address thisssie.FIREEoncluded that without service passports, thsk of
equipment confiscatiomr delays due tancreased scrutiny by host government authorities
higher forits third-party contractors

Recommendation 5The Bureau of Overseas Buildings Operationsoordination with the
Bureau of Consular Affairshouldimplementoptionsto address impediments faced liye
hFFAOS 2F CA N@artytconRactS Cailiryingwdb® toolsiakdifind Rystem repair
parts through foreign customgAction: OBQin cardination with CA

19 Contrary to regular passports, service passports diesirate a contractual relationship between the bearer's

employer and the U.S5overnment as the reason for travel, thereby demonstrating the bearer's support function

on behalf of the U.S. Governmeit.contrast, U.S. dirediire employees travel on diplomatic and official

passports to carry out their officiaudies. Official passports are issued to officers or employees of the U.S.

Government traveling abroad to carry out official duties.

20 Third-party contractors suppo$ R CL w9 Q& YA aaaAz2y (G2 LISNF2NY YIAYyiaSylyoOS:
repairsor2 SNBSS a LJ2adQa FTANB alFSdieée aeaitSvyaod ¢KSe& OF NNASR
wrenches. They also carried electronic equipment such as-metlters, fiber optical installation kits, and fire

suppression system replacement paend equipment.

218 FAM 503.31a, ¢Eligibility for Issuance of a Service Passpdrt

ISRI-21-22 7
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{@434GSY FT2NJ ¢NIOJAY3I h@SNAESIAE t23aG4Q /2YLX AlFIYO

OIG found FIRE had mefficientY | ydzl f &8aGSY F2NJ GNI O1lAy3a 2O3SNE
its fire safetyinspection recommendations. Specifically, FIRE used spreadsberick

compliance with its recommendations for more than 90 overseas post inspeckBtRE. officials

told OIGthat its manual tracking system was burdensarhadlimited trend analysis, oversight

and monitoringcapabilitiesand was less efficient than an automated system. BIREtals also

noted they had to perform manual reconciliations miultiple spreadsheetso provide

information to regional bureasior OBO on the number of closed, open, and unresolved fire
safetyrecommendations for each overseas post.

In 2020, FIRE evaluated an-tifé-shelf application used by fire departments but found the
application dil not meet office requirementsAt the time of the inspectiorfIRE had secured
fundingin its FY 2022 budget requdst this purpose. Based on the action that FIRE took to
resolve this issue, OIG did not make a recommendation.

RESOURCE MANAGEMENT

OIG eviewed management controls related @L wopepadions inhuman resourcedjnancial
management, procurement and contracting, and information management. OIG found that
FIREgenerally implemented the required processes and procedureséordance with
applicable laws and Department guidance, with the three exceptions described below.

hFFAOSQA h@SNIAYS t 2f A COMplyWitR DepadtRedtSRdENIS 2 5A R b

CLwW9Qa 2@SNIAYS L1RfAO& RAsRnddrdso3 FANBIRRI3EAMY LI & &
31332, and3 FAM 3133 governing regularly and irregularly scheduled overt#halthough

CLw9 Qa 2 @ addiessedrieguladyfschedéled overtime, it did not include guidelines

for regularly scheduled overtime that must beheduled in advance of a workweek
Additionally,OlGreviewedstatements from supervisors in FIRE documents instructing

employees that the office does not pay overtintleat employees should not submit requests

for paidovertime, and that FIRE has had foany years an unwritten policy that overtime is

and shall be unscheduled and therefore paid by compensatory time and not overtimé&hmy

Office Director told OIG that employees did not need to schedule overtime in advance to

complete assignments becaall work, including disruptive fire alarm systems testing, could

22The Department has an official policy on regularly and irregularly scheduled overtime, which is aligned with

Office of Personnel Management rules under Title 5oftha inSR { G 6Sa / 2RS® | yRSNJ KA A
dA0KSRdzZ SR¢ 2@0SNIAYS A& 20SNIAYS ¢g2N] GKId Aa &aOKSRdzZ SR
which it is to be performed. Employees working regularly scheduled overtime are eligibleetoerevertime pay,

odzi y2 O2YLISyali{i2N® GAYS OFly 0SS SINYySR® GaLNNBIdz | NI & &
after the start of the administrative workweek in which it is to be performiehployees working irregularly

scheduled overtimer entitled to earn compensatory time off if they earn more than thel®Sstep 10 rate;

employees who are at the Gl9, step 10 rate or below may choose overtime pay or compensatory tim8exf3

Cla omMoo®dmMI AaDSYSNIf h@SCEREVIVIF-NBDAGAEYAZoMeEDPDE OWE T az
I 2YLISyal 6§2NE ¢AYS hT¥TFZé gKAOK OAGSEA p ReGuvememiforéommn Yy R |
Regular Compensatory Time Off for Irregular Overtime \Wark

ISRI-21-22 8
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0S LISNF2NX¥SR RdzNAYy 3 | yan@dwiSiondirétord hatlipeiopti@dtio 2 FFA OS
AYONBI asS (KS f 30K 2F GKSANI SYLX 28 &6dQ | aaid
overtime.

bSOSNIKSf Saas az2yvy$sS SyLX28SSa RAalANBSR ¢gAlK 0
for scheduled overtime. For example, FIRE employees reported that as a cdarte®yrseas

posts they often scheduled fire alarm testing during3 a4 G Q& y 2y ¢ ariimike/ 3 K 2 dzNE&
disrupting operations.

CLw9 SYLX2eSSa |faz2 NIAaSR (R&a@@mfizatoQa 2 JS NI
assessmeniGTM recommended that FIRE develop a standard operating procedure for

overtime that complis with Departmenstandards’® As a result, the Office Director began

working on a new FIRE overtime policy during the inspection. OIG determined that the absence

of an overtime policy thatomplied with Departmentstandardsnegatively impaatd employee

morale.

Recommendation 6The Bureau of Overseas Buildings Operations, in coordination with the
Bureau of Global Talent Management, shoutghlement overtime policy and procedures

for the Office of Fire Protectiotihat comply with Departmenstandards (Action:OBO, in
coordination with GTM)

Contracingh F FA OSNRa wSLINBaASYy Gl GABSa 5AR baih Cdz f &
DepartmentStandards

CLw9Qa &aAE O2y i NI Ol A yHidadE flily £iMiNgkesasdigBedibtBtadsy G | G A
in accordance with Departmestandards The CORs oversaw 18 contracts valued at a total of

$49.9 million. OIG found several missing documents in its review of 4 of 18 COR files valued at
$30.3 millionFor example, two COR files did not have a copy of the procurement request

package or solicitations and four of the COR fiidsnot includedocumentation on the

O2y (NI OG2NREQ LISNIF2 NSMhdsrd®is 14 FA H12D26NIRI MO8 6 A (1 K
H-517a. In addition,neitherthe Contracting Officenor the CORs documeatlti KS O2 y i N> O 2
annual performance for any of the 18 contracts in the Contractor Performance Assessment
Reporting Systerff as required by 14 FARIH572° and 48 @©de of Federal Rpulations

42.1502a5 SaLIAGS GKS&aS RSTAOASYOASAI hLDQ&a RA&Odzaa
documentation in the files showed that the CORs monitored the contracts, received the goods

B O02NRAY3I (2 ail ¥ #izatoyandTalaenRAnalics, Which SondudkgartizatiBnal

assessments, when it comes to assessments that are requested by specific bureau leadership to streamline their
organizations and improve efficiendige officefollows up and assists its clientdth guidance, oversight, and

implementation of recommended changdsot all GTM recommendations to bureau leadership are required

changesandA i A& GKS 0dzNBlFdz £t SFRSNAKALIQa NBalLl2yairoAfAide G2 R
implement.

24The Contractor Performance Assessment Reporting System, or CPARS, is the goveidenewnaluation

reporting tool for all past performance reports on contracts and orders.

25The contracting officer is responsible for ensuring that the evaluation takes pbut the COR may be tasked
with evaluating contractor performance. 14 FRHHp THSSE G CAY Il f 9 @It dzZ GA2Yy ®é
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and services contracted for, and addressed contract issues wheratbeg. The CORs told OIG
these deficiencies occurred because they were unaware of some of the requirements and
competing priorities. However, failure to comply with COR requirements increases the risk of
contract mismanagement, misuse of U.S. Governmesdurces, and substandard contractor
performance.

Recommendation 7TheBureauof Overseas Buildings Operations should bring its contract
administration into compliance with Department standards. (Action: OBO)

OfficeLackedRecords and Information Life Cydéanagement Standard Operating
Procedures

FIRE did not have standard operating procedures for records and information life cycle
management as required by Department standards. Specifically, the office lacked guidance or
procedures to instruct staff on the creation, maintenance and use, and digposf records,

or standards and procedures for classifying, indexing, and filing redardscordance with
guidelines in 5 FAM 414 .4a, Department bureaus and offices are responsible for implementing
and administering the recordsolicies standards, ystems, and procedures issued by the

5SLI NIYSYyiQa NBO2NRA 2F7TAOSNID knoviiagithidedey 3 G 2
office-level standard operatingroceduresHowever, without office records and information

life cycle managemersgtandard ograting proceduresFIREEannot determine its compliance

with Federal information access laws and regulations; properly classify, protect, and declassify
sensitive national security information; and meet the Department domestic and internal
copyright and ther intellectual property obligations.

Recommendation 8The Bureau of Overseas Buildings Operations should implement
records and information life cycle management standard operating procedures for the
Office of Fire Protection in accordance with Department standardsiaoi# OBO)

ISRI-21-22 10
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RECOMMENDATIONS

OIG provided a draft of this report to Department stakeholders for their review and comment
on thefindings and recommendations. OIG issued the following recommendations to the
dzNBl dz 2F h@SNBSIA& .dzAf RAy3aa hLISNI GA2yad ¢KS
complete response can be found in AppendixTBe bureau also provided technical comments
that were incorporated into this report, as appropriate.

Recommendation 1The Bureau of Overseas Buildings Operations, in coordination with the
Bureau of the Comptroller and Global Financial Services, should incorporate in the Annual
Statement of Assurance templates an attestation requiring overseas posts to have an effective
fire protection program that complies with all applicable Department standards. (Action: OBO,
in coordination with CGFS)

Management Responsén itsMay 3 2021, response, the Bureau of Overseas Buildings
Operations concurred with thiecommendation.

OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations incorporated in the Annual Statement of Assurance tempéategtestation

requiring overseas posts to have an effective fire protection program that complies with all
applicable Department standards.

Recommendation 2The Bureau of Overseas Buildings Operations, in coordination with the

Bureau of the Comptrolleand Global Financial Services, should update and include fire
LINRPGSOGAZ2Y LINPIANIY AYUGSNYIf O2yGNBf LINPOSRdAzZNB
Checklist. (Action: OBO, in coordination with CGFS)

Management Responsén its May 3, 2021, response glBureau of Overseas Buildings
Operations concurred with this recommendation.

OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operatians updated and included fire protection program internal control procedures in the
5SLI NIYSydQa alyl3aSySyd /2yiaNrfta / KSOlftAaldo

Recommendation 3The Bureau of Overseas Buildings Operations should implement a plan to
AYONEBI &S ! YSN& Ol vyion$ YireJr@etti®ritmiaing bilowedseaspbsts)
(Action: OBO)

1 OIG faced delays in completing this work because of the GO/Handemic and resulting operational

challenges. These challenges included thdilitgt to conduct most irperson meetings, limitations on our

presence at the workplace, difficulty accessing certain information, prohibitions on travel, and related difficulties
within the agencies we oversee, which also affected their ability to respoodr requests.

ISRI-21-22 11
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Management Responsén its May 3, 2021, response, the Bureau of Overseas Buildings
Operations concurred with this recommendatidrhe bureau noted an estimated completion
date of Septembe021.

OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
hLISNF GA2ya AYLE SYSYGSR F LI Ly G2 AgONBI AS
protection training at overseas posts.

Recommendation 4The Bureau of Overseas Buildings Operations should modify the Real
Property Application database to identify residential units and functional spaces located in
high-rise buildings. (Action: OBO)

Management Responsén its May 3, 2021, response, the Bureau of Overseas Buildings
Operations concurred with this recommendatidorhe bureau noted an estimated completion
date of January 2022.

OIG ReplyOIG considers the recommendation resolved. T@mmmendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations modified the Real Property Application database to identify residential units and
functional spaces located in higlse buildings.

Recommendation 5 The Bureau of Overseas Buildings Operationsoordination with the
Bureau of Consular Affairshouldimplement options to address impediments faced by the
hFFAOS 27F CA NpartytcohRact&Ocariyiagyark todls krid Relstem repair
parts through foreign customgAction: OBQin coordination with CA

Management Responsén its May 3, 2021, response, the Bureau of Overseas Buildings
Operations concurred with this recommendatidrhe bureau noted an estimated completion
date of September 2021.

OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations implemented options to address impediments facgthle Office of Fire

t N2 (S O Aparty éatradiofs kagng work tools and fire system repair parts through
foreign customs. (Action: OBO)

Recommendation 6The Bureau of Overseas Buildings Operations, in coordination with the
Bureau ofGlobal Talent Management, should implement overtime policy and procedures for
the Office of Fire Protection that comply with Department standards. (Action: OBO, in
coordination with GTM)

Management Responsén its May 3, 2021, response, the Bureau of Qgas Buildings
Operations concurred with this recommendation.

ISRI-21-22 12
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OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations implementedvertime policy and procedures for the Office of Fire Protection that
comply with Department standards.

Recommendation 7The Bureau of Overseas Buildings Operations should bring its contract
administration into compliance with Department standards. (@wtiOBO)

Management Responsén its May 3, 2021, response, the Bureau of Overseas Buildings
Operations concurred with this recommendatiorhe bureau noted an estimated completion
date of August 2021.

OIG ReplyOIG considers the recommendation resolv&tie recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations brought its contract administration into compliance with Department standards.

Recommendation 8The Bureau of Overseas BuilgenOperations should implement records
and information life cycle management standard operating procedures for the Office of Fire
Protection in accordance with Department standards. (Action: OBO)

Management Responsén its May 3, 2021, response, the Baueof Overseas Buildings
Operations concurred with this recommendation.

OIG ReplyOIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation that the Bureau of Overseas Buildings
Operations impemented records and information life cycle management standard operating
procedures for the Office of Fire Protection in accordance with Department standards.

ISRI-21-22 13
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PRINCIPAL OFFICIALS

Title Name Arrival Date
Office Director

FIREDffice Director EdwardJ.Babczak 1/2014
Division Directors

Fire Protection Analysis and Fiéldgineerindivision  Darrell Dantzler 6/2014
Fire Protection Engineering Division DavidA. Stobaugh 5/2006
Fire Protection Systenand Engineerin@ivision KevinT.Darmody 10/2015
Source:Generated by OIG from data providedthg Office of Fire Protectian
ISRI-21-22 14
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APPENDIX @BJECTIVESCOPE, ANDETHODOLOGY

This inspection was conducté&m August 31, 2028 February 9, 2021in accordance with

the Quality Standards for Inspection and Evaluation, as issued in 2012 by the Council of the
Inspectors General on Integrity and Efficiency, andltispectiondHandook, as issued e
Office of Inspector GeneraD(Q for the Department and thé&).S. Agency for Global Media
(USAGM)

Objectivesand Scope

The Office of Inspections provides the Secretary of StateCthef Executive Officer of USAGM
and Congress with systematic and independent evaluations of the operations of the
Department andJSAGMInspections cover three broad areas, consistent witttiSe 209 of

the Foreign Service Act of 1980:

1 Policy Implementationwhether policy goals and objectives are being effectively
achievedand U.S. interests are accurately and effectively represersied;whether all
elements of an office or mission are bgiadequately coordinated.

1 Resource Managementvhether resources are being used and managed with
maximum efficiency, effectiveness, and econgiayd whether financial transactions
and accounts are properly conducted, maintained, and reported.

1 Management ©ntrols: whether the administration of activities and operations meets
the requirements of applicable laws and regulations; whether internal management
controls have been instituted to ensure quality of performance and reduce the
likelihood of mismanagemenandwhether instancs of fraud, waste, or abuse exist
and whether adequate steps for detection, correction, and prevention have been taken.

hLDQa aLISOAFTAO 202SOUADSE wha@hhd KA & AYyalLISOGAzyY

T ¢KS . dzNBldz 2F h@SNBSIFA . dzAf RAY 3 OffitelISNI GA2Y
Directorand three division directorsiodekedthe leadership and management
principles in Foreign Affairs Manudl214.

1 FIRE tookteps to address its staffirghortagesjncludngthe possible use of thirgarty
and personal service contractors.

1 FIRE mtigated potential fire safety issues that could arise from its inability to conduct
inspections to support compliance and quality assuraanue toprovide training foffire
alr¥Stes FyR ASNIAOS FTANB aecaidSvao

1 FIRE tookteps toaddresghe recommendations in th&ureau of Global Talent
al yI 3SYSy orgaaizatioDat ass@ssment of FIRE.

1 FIRE, in coordination with GTkyviewedcertainpositiondescriptionsn the Fire
Protection Systemand Engineerin@ivisionandthe Fire Protection Engineering
Division.

ISRI-21-22 15
UNCLASSIFIED



UNCLASSIFIED

Methodology

OIG usd a riskbased approach to prepare for each inspection. Due to the CQ¥andemic

and taking into consideration relevant guidance, OIG coretlits inspections remotely and

relies on audieand videaconferencing tools in lieu of iperson interviews wh Department

and other appropriate personnel. OIG also reveelpertinent records; circulate surveys and
compiled the results, as appropriatd-or this inspectiorQIG also creatednd distributedtwo
supplementabffice questionnaires to gain an understanding®L w9 Q& T Add#lty LINR (G SO
program At the conclusion of the inspection, Ol€iewed the substance of the report and its
findings and recommendations with offices, individuals, and organizations affectee by th
inspection OIG usé professional judgment, along with physical, documentary, testimonial, and
analytical evidence collected or generated, to develop findings, conclusions, and actionable
recommendations.
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APPENDIB: MANAGEMENT RESPONSE

United States Department of State
Washington, D.C. 20520

UNCLASSIFIED May 3,2021
MEMORANDUM

TO: OIG/ISP — Sandy Lewis

FROM: OBO —Henry Jardine. Acting Director /s/

SUBJECT: Draft Report - OIG Inspection of the OBO Office of Fire Safety
(OBO/OPS/FIRE)

OBO has reviewed the draft report and provides the following two comments:

1. Onpage 2 of the draftreport. the OIG writes, “Some staff also said FIRE had low morale
because of the Office Director’s stance onadministrative issues such as not allowing overtime
in situations where employees felt it was warranted to meet the office’s mission and his failure
to address concerns about the accuracy of FPE Division’s engineer position descriptions
and grade levels, which they believed were inaccurate.”

OBO requests that the portion of the statement in bold above be deleted given the FIRE Director’s
strong efforts to update the position descriptions. If the OIG does not agree to delete the bolded
section, OBO suggests the following amended language: “Some staff also said FIRE had low
morale because of the Office Director’s stance on administrative issues such as not allowing
overtime in situations where employees felt it was warranted to meet the office’s mission. In
addition, some staff also cited low morale in relation to the FPE Division’s engineer position
descriptions and grade levels, which they believed were inaccurate. Despite the FIRE Director’s
significant efforts to address this issue. GTM determined on several occasions that these position
descriptions were accurate.”
The efforts below may be included as a footnote in the report:
e In 2010, an audit was conducted that verified the accuracy of the position descriptions (PDs)
at the current grade level
* Beginningin 2015, the Bureau of Global Talent Management (GTM) conducted another
desk audit and determined on April 24, 2017 that the Engineer PD and grade level was
correct as written.
GTM has ratified the current PD in the hiring of four engineers in the past five years.
e In July 2020. OBO/OPS/FIRE management solicited feedback from staff on the Engineer
PD to comply with Recommendation 4 of GTM’s May 2020 Organizational Assessment to
review all position descriptions.

UNCLASSIFTED
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2. Also onpage 2 of the draft report, the OIG writes, “Recognizing that he needed some help to
address some leadership and administrative issues, in 2019, he requested that the Bureau of
Global Talent Management (GTM) conduct an organizational assessment.”

OBO requests that this statement be corrected for accuracy. Per page 4 of GTM's May 2020
Organizational Assessment. the FIRE Office Director, “requested approval from the Bureau of
Global Talent Management to upgrade the classification of GS-12 Fire Engineering Technician
positions to the GS-0802-13 level.” In a July 16, 2019, Action Memo to the OBO Director, the
Director General of the Foreign Service and Director of Global Talent proposed two options,

¢ A desk audit to review classification of all position descriptions within the office: or

e For GTM to convene a working group to determine the optimal structure and assignment of

work to establish documented and valid position descriptions.

In the August2, 2019, Action Memo response, the OBO Director agreed to the latter. which
resulted in the Organizational Assessment.

OBO provides the following responses to the recommenda tions:

Recommendation 1: The Bureau of Overseas Buildings Operations. in coordination with the
Bureau of the Comptroller and Global Financial Services, should incorporate in the Annual
Statement of Assurance templates an attestation requiring overseas posts to have an effective fire
protection program that complies with all applicable Department standards. (Action: OBO, in
coordination with CGFS)

OBO Response: OBO concurs with the recommendation. CGFS, in coordination with
OBO/OPS/FIRE and OBO/RM/FM incorporated the following attestation into the FY 2021 Annual
Statement of Assurance templates on April 21, 2021.

e T attest that (name of mission) has an effective fire protection program that complies with all
applicable Department standards.

Recommendation 2: The Bureau of Overseas Buildings Operations, in coordination with the
Bureau of the Comptroller and Global Financial Services, shouldupdate and include fire protection
program internal control procedures in the Department’s Management Controls Checklist. (Action:
OBO. in coordination with CGFS)

OBO response: OBO concurs with the recommendation. OBO/OPS/FIRE. in coordination with
OBO/RM/FM and CGFS, provided the following checklist items to CGFS on April 20, 2021. Since
CGFS already issued the FY 2021 Management Controls Checklist on March 31, 2021. the fire
protection program internal control items below will be incorporated into the Department’s FY
2022 Management Controls Checklist.

1. Has the Annual Fire and Life Safety compliance report been reviewed, certified by
the Management Officer, and sent to OBO/OPS/FIRE per 15 FAM 813.3?

8]
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]

Are post fire protection systems - to include fire pumps, fire suppression systems, kitchen
fire extinguishing systems. fire alarm detection systems and fire alarm sub-systems in
operation?

Has testing and maintenance of fire protection systems been completed. and documentation

maintained by Facility Management?

4. Has the COM/Principal Officer ensured the highest staff participation in the fire prevention
training per 15 FAM 813 .47

5. Does post management and GSO perform due diligence in acquiring or leasing fire
safe properties?

6. Has postreviewed their High-Rise properties for compliance under 15 FAM 813.7 and have
actions been taken to terminate these properties when the current occupant departs post or
when the lease expires. whichever is earlier?

7. Has post conducted an annual inventory of all OBO-supplied fire extinguishers and
submitted a completed inventory document to OBO/OPS/FIRE?

8. Does posthave a Standard Operating Procedure for notifying OBO/OPS/FIRE of fire and
disaster incidents affecting the structural integrity or life-safety factors of U.S. Government
property per 15 FAM 8227

9. For any reconfiguration or change of use of an existing building or portion thereof, has post
submitted plans/SOW in advance to OBO/PDCS/DE and OBO/OPS/FIRE for
review, approval. and permitting?

10. Are all fuel assets to prevent unauthorized access for possible use/exploitation in a terrorist

attack (i.e.. Fire as a Weapon) secure in accordance with 12 FAH 5 H-470?

[¥3]

Recommendation 3: The Bureau of Overseas Buildings Operations should implement a plan to
mcrease American employees’ participation in fire protection fraining at overseas posts. (Action:
OBO)

OBO response: OBO concurs with the recommendation. As outlined in Recommendation 3, OBO
has included a question in the Management Confrols Checklist regarding training. (4. Has the
COM/Principal Officer ensured the highest staff participation in the fire prevention training per 15
FAM 813.47)

OBO/OPS/FIRE provides fire protection training at overseas posts ona biennial basis as a part of
the OBO on-site Fire/Lif'e Safety assessment. In effort to notify and prepare overseas posts for the
fire protection fraining, OBO Fire Marshals communicate fire protection training requirements to
the Post Management Officer and Facility Managers at the following intervals. OBO Fire Marshals
seek maximum participation, and request post management support at each communication
interval.

1. Two to three months before the fire/life safety assessment: The Fire Marshal sends training
requirements along with 19 State 55574, Fire Safety Message from the Director. Bureau of
Overseas Buildings Operations.

2. Approximately one week before the fire/life safety assessment: The Fire Marshals send the
fraining requirement, along with 19 State 55574, Fire Safety Message from the Director,
Bureau of Overseas Buildings Operations.

3. During the first day of the trip at the in-brief: OBO Fire Marshals inform Post Management
and the Facility Manager of the training requirements, select training classes based ona

(3]
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needs assessment. and assist in drafting a Management notice for participants to attend the
training.

In addition. OBO/OPS/FIRE is developing two virtual training initiatives for posts that will be
available apart from an OBO Fire/Life Safety assessment or the presence of an OBO Fire Marshal.
s FIRE is collaborating with FSI to assign an FSI course code for the virtual "Fire as a
Weapon" and fire safety training course to be hosted on FSI Learn Center.
* FIRE is developing a voice-over presentation with fire extinguisher training and a fire-
prevention briefing.

The expected completion date for both initiatives is September 202 1.

Recommendation 4: The Bureau of Overseas Buildings Operations should modify the Real
Property Application database to identify residential units and functional spaces located in high -rise
buildings. (Action: OBO)

OBO response: OBO concurs with the recommendation. OBO/OPS/FIRE held a kick-off meeting
with the Planning and Real Estate Directorate (OBO/PRE) on April 20, 2021, to modify the Real
Property Application (RPA) to allow fire and life safety data entry for high rise

properties. OBO/OPS/FIRE is identifying the property ID information required will coordinate
further with OBO/PRE and RPA developers. The estimated completion date is January 2022.

Recommendation 5: The Bureau of Overseas Buildings Operations should implement options to
address impediments faced by the Office of Fire Protection’s third-party contractors carrying work
tools and fire system repair parts through foreign customs. (Action: OBO)

OBO response: OBO concurs with the recommendation and respectfully requests including the
Bureau of Consular Affairs as a coordinating office to this recommendation. OBO/OPS/FIRE

will re-engage with the OBO Travel Office and the Special Issuance Agency (SIA) to seek
additional guidance on the feasibility of issuing service passports for third party contractors
assigned to OBO/OPS/FIRE. OBO/OPS/FIRE will subsequently draft a justification request and an
accompanying Action Memo from the OBO Director to the Bureau of Consular Affairs requesting
assistance in obfaining service passports. The expected completion date is September 2021.

Recommendation 6: The Bureau of Overseas Buildings Operations. in coordination with the
Bureau of Global Talent Management. should implement overtime policy and procedures for the
Office of Fire Protection that comply with Department standards. (Action: OBO., in coordination
with GTM)

OBO response: OBO concurs with the recommendation. OBO/OPS/FIRE. in coordination with
OBO/EX/HRD and GTM, updated and finalized the policy and procedure directive on overtime and
compensatory time to comply with Department standards on April 23, 2021.

Recommendation 7: The Bureau of Overseas Buildings Operations should bring its contract
administration into compliance with Department standards. (Action: OBO)

ISRI-21-22 20
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OBO response: OBO concurs with the recommendation and expects to complete the following
actions by August 2021.
¢ OBO/OPS/FIRE Contracting Officer’s Representatives (CORs) will review 14 FAH-2
Contracting Officer’s Representative Handbook, and update working files in accordance
with section 14 FAH-2 H-517 Standard COR Working File.
¢ CORs will take Performance Assessment Rating System (CPARS) Training, offered by
AQM Acquisition Training.
¢ (CORs will work with their individual Contracting Officers to establish a CPARS
assignment chain and will receive the required assignments in the CPARS “To Do List,”
with the result of completing the contractor’s assessment.

Recommendation 8: The Bureau of Overseas Buildings Operations should implement records and
information life cycle management standard operating procedures for the Office of Fire Protection
in accordance with Department standards. (Action: OBO)

OBO response: OBO concurs with the recommendation. OBO published Standard Operating
Procedure “Knowledge Management S01, Records Management™ on February 18,
2021. OBO/OPS/FIRE will follow this SOP for management and disposition of records.

ISRI-21-22
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CA Bureau of Consular Affairs

COM Chief of Mission

COR Contracting Officer's Representative

FAM Foreign Affairs Manual

FIRE Office of Fire Protection

FPE Fire Protection Engineering

FPS Fire Protection Systems aiithgineering

FPA Fire Protection Analysis and Field Engineering
GTM Bureau of Global Talent Management

OoBO Bureau of Overseas Buildings Operations
RPA Real Property Application

SOA Statement of Assurance
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HELP FIGHT
FRAUD, WASTE, AND ABUSE

1-800-409-9926
www.stateoig.gov/HOTLINE

If you fear reprisal, contact the
OIG Whistleblower Coordinator to learn more about your rights.
WPEAOmMbuds@stateoigg

Office of Inspector GenerflU.S. Department of Staje1700 North Moore Stredt Arlington, Virginia 22209
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